
 What the Board of Directors of Country Roads Community Health Centre needs to know about privacy – A Directors Guide to Privacy
INTRODUCTION
Like all other provinces, Ontario has a stand-alone health information law – the Personal Health Information Protection Act (PHIPA)[footnoteRef:1].  This law came into force in 2004.   Just like those other provincial laws, PHIPA has an elevated importance.  It is ‘quasi-constitutional’ and is paramount to most other Ontario laws in the event they come into conflict[footnoteRef:2].  Of these Canadian stand-alone health information laws, the Ontario PHIPA is particularly dense, cumbersome and not very accessible.  This Guide is an attempt to simplify the rules and concepts that underly PHIPA for the Country Roads Community Health Centre Board of Directors. [1:  The PHIPA is supplemented by the Regulation 329/04 which provides more granular detail]  [2:  PHIPA, s.7(2)] 

PHIPA defines the right of patients to have their personal health information (PHI) protected by the CHC when it is collected, used, disclosed, retained and destroyed.  It also declares that patients have the right to view/obtain a copy of their PHI and to be notified in the event that their privacy has been breached.
We can summarize the purpose of PHIPA as to:
· Facilitate and enable the extensive sharing of PHI in a system of provincial electronic health records for every individual in Ontario;
· Govern the collection, use and disclosure of PHI throughout Ontario by health custodians for the purpose of diagnosis, treatment and care;
· Reduce medical errors
· Improve efficiency
· Improve patient outcomes
WHY IS THIS IMPORTANT TO COUNTRY ROADS BOARD MEMBERS?
For many of us, the information about our health and health services is viewed as the most vital and sensitive information we have.   It is the information closest to our biographical core.  It is information that we normally share only with those who provide us with healthcare and a select number of other individuals.
Why privacy is so important to CHC is that it goes to the heart of confidence by patients and the community  we serve when they seek diagnosis, treatment and care.  We know that if patients do not have such confidence, they may be less forthcoming and may share less when they do see a provider.  In some cases they choose not to seek treatment.  This is especially true when the information is highly prejudicial such as a mental health diagnosis or an infection such as HIV.  Confidence is vitally important for a community health centre with a mission to be responsive to the needs of the community it serves and to be accountable to that community.  
As a clear signal from the Legislature that this is important consider that a breach of PHIPA is an offence with very heavy penalties.  This can be a maximum fine of $100,000 for an individual and $500,000 for a custodian or corporation.   Frankly, it is unlikely fines of this magnitude would ever be assessed against Country Roads although there have been a number of fines assessed under PHIPA in the range of $10,000 to $25,000.  In the event of a significant privacy breach the more likely consequence will be negative publicity in local media and an investigation by the Ontario Information and Privacy Commissioner. The Commissioner is entirely independent of the provincial government and reports directly to the Legislature.   Such an investigation is a serious matter.  It will be thorough, involve extensive interviews, meetings with staff and most likely the issue of a formal, public Order.  The Order is likely to attract significant local media coverage.  PHIPA further provides that if the Commissioner makes an order in respect of a breach of PHIPA, the patient can then sue in the Superior Court of Justice for “damages for actual harm that the person has suffered as result of the contravention of this Act or its regulations”. [s. 65]     If a breach is willful or reckless, the court may include judgment up to $10,000 for “mental anguish”.
There are currently class actions pending in more than 5 provinces which claim substantially more in damages from health custodians.   This is a type of lawsuit often initiated where a custodian has committed an egregious breach that affects a large number of patients.  Quite apart from damages that may be awarded by the court against the custodian, the costs of defending such a class action can be considerable for a small CHC.
In addition, independent of any action taken by the Commissioner or the courts, disciplinary action is often taken by health regulatory bodies and colleges when the offender is a healthcare professional.  (S. 17.1)  This may include disqualification to practice, suspension or substantial fines.
All of which is to say that privacy breaches are important to avoid and will certainly expose Country Roads to serious consequences both financial and loss of community support/trust.


AN ONTARIO-WIDE PERSPECTIVE
The principal reason we have PHIPA is that this is the foundation for an interoperable province wide electronic health record.  What makes it a little confusing is that while the foundation has been built since 2004, we have barely started in Ontario to build the house that will sit on that foundation.  The ‘house’ is the electronic health record that eventually will exist as a series of very large domain repositories including prescription drug, lab test results, radiology pictures and reports, hospital charts, clinic patient records, immunization information.  That EHR will eventually be accessible to thousands of custodians throughout Ontario, each of whom will have immediate access to a client’s personal health information that now may only be available to a single physician clinic, hospital or health region.  More about that later.
It will be important to recognize that the stand-alone PHIPA was explicitly designed to support and enable comprehensive electronic health records but also applies to paper records before the system is entirely electronic.  Part V.1 of PHIPA is devoted exclusively to “electronic health records”.  The balance of PHIPA applies to all personal health information in whatever format it is stored and includes paper records.
No question but that healthcare has had a long-standing tradition and culture of confidentiality.  In fact, PHIPA can be seen as something constructed on the foundation of that pre-existing culture.  Unfortunately, what is not always recognized is the kind of change brought about by PHIPA.  This is a privacy act and ‘privacy’ is much broader than ‘confidentiality’.  In response to the advent of electronic records, PHIPA has created an entire set of brand new requirements that would not be familiar to many healthcare workers. Such things as data minimization, strict ‘need-to-know’ obligations, a statutory right of access to one’s own PHI, right to seek correction of errors, oversight by a non-medical authority (the Ontario Information and Privacy Commissioner) all represent something new.   Experienced healthcare workers who rely exclusively on their much earlier training and practices sometimes need to be reminded that since 2004 that training and those practices will no longer be sufficient to meet the new standards created by PHIPA.
OUR RESPONSIBILITY AS A CHC BOARD
With any privacy regime, including PHIPA in Ontario, the first principle is one of accountability.  A CHC will often deal with accountability to the LHIN that funds it and to the Ministry of Health and Long Term Care.  The kind of accountability integral to all privacy laws is different.  It is accountability to the patient for whatever is done with that patient’s PHI (regardless of whether it is collection, use or disclosure, access to or correction of, security and disposition/destruction of PHI).  This accountability captures:
· Ensuring that Country Roads CHC is fully compliant with all requirements of PHIPA and models best privacy practices for a healthcare provider
· Establishing an appropriate privacy policy for the Board of Directors that requires Country Roads CHC to comply with all relevant PHIPA requirements 	
· Appropriate delegation by the Board of Directors to the Executive Director to achieve PHIPA compliance including:
Appointment of a Privacy Officer with direct access to the CEO and with a mandate to oversee the privacy management function of Country Roads CHC  (s. 15(3))
		Establishment of procedures to include:
· Rules for the collection, use, disclosure, access to and correction of personal health information as well as reasonable technical, administrative and physical safeguards to protect personal health information from the initial collection to the end point of destruction/disposition of that PHI. (PHIPA s. 10)
· Ensure that each staff member complete an Oath to Comply with PHIPA requirements and to protect the privacy of its clients[footnoteRef:3] [3:  Some custodians utilize an Oath of “Confidentiality”.  This is inadequate since PHIPA includes many duties and obligations apart from the narrow scope of “confidentiality” including providing access to PHI to clients on request, ensuring transparency to clients about what is done with PHI, responding to breaches, etc.  Any custodian needs to have its employees  comply with all provisions of PHIPA and not just keeping PHI confidential.] 

· Process for managing client requests for access and/or amendment of PHI that is transparent to the public
· Establish a suitable privacy breach protocol (s. 12(2))
· Ensure appropriate contract language to protect the privacy of clients when any PHI is outsourced to a third party service provider (PHIPA, s. 17)
· Appropriate training of all staff of Country Roads including orientation of new staff and in-service training of existing staff
· Undertake a privacy audit of Country Roads at least once every 3 years
This should be a primary concern of the Board of Directors of Country Roads CHC.
The foregoing speaks to the singular responsibility of the Board of Directors.  What follows is a brief primer of what PHIPA means to clients and staff of Country Roads.  It is included simply to provide Board members with an understanding of what the Executive Director is responsible for in the day to day management of the CRC.

 FOR GENERAL INFORMATION OF THE BOARD
As all new Board members, who are not health professionals themselves, quickly learn on joining the Board, this is a micro-world of acronyms, symbols and abbreviations unique to healthcare delivery.  You can consider that the privacy world also has particular terms that help us understand PHIPA and what it means for Country Roads.  A glossary of those key terms is appended.

THE BIGGER CONTEXT
Canada Health Infoway
This is a federal non-profit corporation that exists to promote the move to an interoperable electronic health record for every Canadian.  It has spent more than $3 billion contributing to systems and system components in every province and territory.  It’s Board of Directors is comprised of the Deputy Minister of Health for each province and territory in Canada.
It follows the Pan Canadian Health Information Privacy and Confidentiality Framework for the Personal Health Information[footnoteRef:4] adopted by all jurisdictions (except Saskatchewan and Quebec) in 2005[footnoteRef:5].  All provinces have adopted as a foundation for its EHR a model of implied consent (i.e. consent can be assumed provided the collection, use and disclosure is for the purpose of diagnosis, treatment and care and is supported by clear notification to patients that they may choose to opt out of specific or general sharing of their personal health information and the process to do so is available to everyone). [4:  Available online at http://www.hc-sc.gc/hcs-sss/pubs/ehealth-esante/2005-pancanad-priv/index-ehtml]  [5:  Saskatchewan refused to sign off on the Framework because of a perception that “deemed consent” in the Saskatchewan Health Information Protection Act was inconsistent with the “implied consent” model in the Framework.  Notwithstanding the statutory conflict, the electronic health record constructed in Saskatchewan has adopted the implied consent model.  Quebec refused to sign off for the usual constitutional reasons.] 

Ontario is something of a laggard in moving towards a provincial EHR system.  In a number of other provinces, a province-wide system already exists.  The typical model in jurisdictions like Alberta, Saskatchewan and PEI consists of large domain repositories for all citizens.  These repositories would include (a) laboratory results, (b) pharmacy prescription history, (c) diagnostic imaging pictures and reports, (d) hospital patient charts, (e) immunization history, (e) medical practitioner medical histories of patients, (f) patient registry information.  Alberta and Saskatchewan[footnoteRef:6] also offer patients a “patient portal” to enable patients to review their own PHI and to book appointments. [6:  Saskatchewan’s patient portal is the Citizen Health Information Portal piloted by eHealth Saskatchewan. For more information see:  https://www.ehealthsask.ca/citizen-engagement/CHIP.  Alberta’s patient portal is MyHealth.  For more information see: https://www.infoway-inforoute.ca/en/209-what-we-do/digital-health-and-you/stories/10-alberta-launches-patient-portal-and-wait-times-website
] 

ELECTRONIC MEDICAL RECORD (“EMR”) OR ELECTRONIC HEALTH RECORD (“EHR”)
In Ontario, the focus has been on equipping physicians in private practice with electronic systems.  Unfortunately there appears to have been little focus on connectivity- the most fundamental aspect of electronic health records.  Those physicians have apparently relied on many different vendors with no requirement that each system would be compatible with all other systems and would become key building blocks of a province-wide system.  Curiously, the Ontario agency responsible for construction of the EHR (eHealth Ontario) is still trumpeting the large number of physicians who have computer systems but appears to miss the point of full connectivity for all custodians throughout the province.  
There are a few larger networked systems which would typically involve hospitals and some clinics in a given LHIN or a collective like the University Health Network in Toronto.  The connectivity projects underway are mostly about linking hospitals not linking physicians and other primary health providers to hospitals.  So what we have in Ontario is a large number of electronic medical records.  What we are missing is an electronic health record and there is little evidence that will happen in the near or mid-term.
On a more positive note, the energy in the Alliance for connectivity is very positive and is enabled to some extent by having a common service provider (Telus).  That however is still far short of a comprehensive province-wide system as envisaged by Canada Health Infoway.
There is an important distinction between electronic health records and electronic medical records.  The electronic health record is the provincial system of large domain repositories that has all health professionals registered as a user and which provides the most comprehensive data set for each patient.  In the result, thousands of providers in all parts of Ontario would have the ability to view the full health profile of every resident in Ontario.  In other words, all of these providers would have real time access to the same information anyone’s family physician would have.
In contrast, the electronic medical record is a much smaller and less useful data set for an individual and is typically what one finds in a single medical clinic or primary health care facility.   There is very little connectivity beyond the single facility.  This will not have the province-wide scope in terms of users and will not have all of the comprehensive information available with a provincial EHR system.
PHIPA – KEY CONCEPTS
The structure of PHIPA can be a bit confusing.  It helps to think of two kinds of duties for custodians: 
1.  General duties which apply to all custodians regardless of which function we are talking about i.e. whether it is a collection, use or a disclosure.  Examples are:
· must have “information practices” that comply with PHIPA  (s. 10)(1)
· must comply with its “information practices” (s. 10(2))
· must ensure PHI is accurate, complete and up-to-date (s.11)
· must protect PHI by reasonable steps (s. 12)
· must notify individuals if PHI stolen, lost or misused (s. 12(2))
· must notify Commissioner of a breach  in prescribed circumstances (s. 12(3))
· must deal with PHI records in prescribed manner (s. 13)
· must designate a Privacy Officer (contact person) (s. 15)
· must make public description of what it does with PHI, contact information for the Privacy Officer, how to obtain access and how to complain to Information and Privacy Commissioner  (s. 16)
· ensure it is responsible for actions of its employees and contractors  (s. 16)
· must provide access to clients of their own PHI  (Part V  ss 51-54)
· must respond to request for correction of recorded PHI (s. 55)
· must protect the security and confidentiality of PHI in its electronic health record (s.55.2) 

2. Transaction specific duties.  This relates to the specific rules for collection (PHIPA s. 36, or for use (s. 37) or for disclosure (s. 38-50).
If you consider the list of ‘general duties’ you will see that many of them would not be captured by an oath of “confidentiality” or a focus among staff of a CHC that is only on “confidentiality” rather than the much broader concept of privacy.
The definition of personal health information (PHI) is broad and includes:
· Physical and mental health information
· Registration type information including health number
· Donation of body parts or bodily substance
· Provision of health care to the individual     (s. 4)
PHIPA applies to custodians which are defined in s. 3 and includes Country Roads CHC.
For PHIPA to apply to any PHI it must be:
· Qualify as personal health information  (s. 4)
· Involve a designated custodian (s. 3) and
· The PHI must be either “in the custody or under the control” of a custodian
“In the custody” typically means possession by the custodian.
“Under the control” means the PHI may not be in the possession of the  custodian but in the possession of a third party in circumstances where the custodian still has control over that PHI.  The control may come from the terms of the outsourcing contract or from statute.

THE CUSTODY OR CONTROL OCTOPUS

[image: Image result for clip art octopus]

What may help clarify is to consider Country Roads CHC as a kind of octopus with a big bulbous head and a number of tentacles.  Each of the tentacles is an important part of the octopus.  One may represent the physicians, nurses and health professionals.  A different tentacle may represent all support staff in Country Roads.  Another tentacle would represent volunteers.  Yet another tentacle may represent contractors who provide support services to Country Roads.   Each of those imaginary tentacles will require client PHI to discharge its function.  As a client’s personal health information moves from one tentacle to another, from a tentacle to the head or from the head to a tentacle, all of this qualifies as a USE.  When information moves from the one octopus to a different octopus i.e. another health organization, the LHIN, the Ministry, an insurance company, the police, to family members of the client, these are all DISCLOSURES.
As to the distinction between use and disclosure consider the following.  One can imagine that in Country Roads in any given work day there may be hundreds of occasions where patient PHI is shared between one or more staff as part of diagnosis, treatment and care. If we were to treat those transactions as hundreds of COLLECTIONS and DISCLOSURES it would be completely unworkable.  For that reason all of these transactions within Country Roads are examples of a USE since the PHI remains in the custody of Country Roads.  Country Roads as a custodian is responsible for everything that happens with that PHI when that is either is the custody or under the control of Country Roads.

BREACH RESPONSE
Privacy best practice requires that Country Roads should have a breach response policy.    Such a policy clarifies who has responsibility for dealing with breaches and who will need to be notified within Country Roads.  A model privacy breach response policy would describe the following sequential steps:
1.  Contain or stop the breach
2. Investigate to determine what happened
3. Provide notification when appropriate to affected clients (s. 12(2) and s. 16(2)) and the Information and Privacy Commissioner (s. 12(3))
4. Consider changes required to internal processes in order to prevent a reoccurrence



PREDICTABLE PROBLEM AREAS:
[bookmark: _GoBack]In Canada, starting with Manitoba’s Personal Health Information Act of 1997, we have more than 20 years experience with stand-alone health information laws.  Starting with Alberta in 2003 we have considerable experience in this nation with province-wide comprehensive electronic health records.
That experience suggests that there some areas that are most likely to see privacy breaches.  It makes sense for jurisdictions like Ontario that have no experience with a province-wide comprehensive electronic health record, to consider carefully the experience of those other jurisdictions. 
1. ACCOUNTABILITY
It is not uncommon to find custodians which purport to make everyone responsible for PHIPA compliance and large committees to oversee compliance efforts.   There may be no Privacy Officer or if there is one there may be no appropriate mandate from the leadership.  The experience in other jurisdictions is that when everyone is made responsible no one is truly accountable for compliance.  While all staff need some general orientation to privacy and PHIPA, it is essential to have a Privacy Officer with an adequate mandate from the CEO of Country Roads.   This is the CHC’s privacy leader and resource person for all staff.   It is important that the contact information for the Privacy Officer is evident to all staff and the public.  This is usually done by notices in the reception area, posters, brochures and website.  There must also be information for the public on the oversight role of the Information and Privacy Commissioner and contact information for that office.
2. ACCESS BY CLIENTS
This is one of the most straightforward provisions in PHIPA but we have seen many problems in provinces when it comes to discharging this requirement to respond to patient/client requests for access to their information.  Patients usually identify this right of access or denial of same as one of their most important concerns when dealing with healthcare providers.
The first problem is that custodians may fail to provide information to patients about their right under PHIPA to access their file.   This should involve clear information on its website and posters/brochures in the waiting room.  The information should include the proper name of the governing law (PHIPA) not “the privacy act”, “the federal privacy law”, not “PIPEDA” (all of which can be seen on brochures and posters in many Ontario custodian waiting rooms).  It should state the 30 day time limit for the response to access requests and the right to seek to have errors corrected.  It should also state the right to appeal to the Information and Privacy Commissioner.
When Country Roads receives an access request from a client, it is important to ensure that the process is smooth, efficient and timely (keeping in mind the 30-day requirement in PHIPA).  There is an important duty to assist in PHIPA[footnoteRef:7].  This doesn’t mean a detailed interview but it does require some explanation of codes, terms, abbreviations, etc. that would be unfamiliar to a layperson.  It doesn’t matter what the reason is for an access request and it doesn’t matter what the motivation is.  Problems arise when an applicant is asked why they seek access and access is denied because there is an indication the patient is planning on complaining to the College or perhaps suing the provider.  The access request can’t be denied even to records that come from a third party such as a specialist or different clinic marked as “confidential”.  You can encourage the applicant to seek clarification or additional information from the specialist but the applicant is still entitled to a copy of whatever you have on the file.  There are a few exceptions in PHIPA but they are limited and rarely apply.  Importantly, data minimization has no application to an access request.   [7:  PHIPA, s. 54] 

Given the significant value to the public demonstrated by patient portals in the UK, Australia and now Alberta and Saskatchewan, it would make sense to expect Ontario to eventually do the same.  In the meantime, Country Roads could be an advocate in the province for empowering its clients in this way.  eHealth Ontario has described a patient portal as a “key component in the Ministry of Health and Long-Term Care Patient First Strategy”[footnoteRef:8]  but presumably this could not be achieved unless and until Ontario has a functioning electronic health record for providers. [8:  See: https://www.ehealthontario.on.ca/ehr/accessing-your-ehr] 

3. SNOOPING 
Although large investments are typically made to prevent intrusion into systems by hackers, the Canadian experience with electronic health records or even electronic medical records is that the more common violation is snooping by accredited users.  In 2015 the Ontario Information and Privacy Commissioner launched a campaign to combat snooping – Is it worth it?  The consequences of snooping on health records[footnoteRef:9].   The Commissioner Brian Beamish said “Recently, there have been a number of privacy breaches where personal health information (PHI) was accessed by health professionals for unauthorized purposes.  Whether out of curiosity, personal gain or simple concern about the health of friends and family, snooping through medical records can have devasting consequences for patients, health professionals and the health system as a whole.”[footnoteRef:10] [9:  Available online at https://www.ipc.on.ca/health/unauthorized-access/]  [10:  Available online at https://www.ipc.on.ca/newsrelease/is-it-worth-it-the-consequences-of-snooping-on-health-records/
] 

If snooping is this kind of problem when the only electronic records are electronic medical records with limited data from a few providers, imagine how much larger the problem may be when Ontario finally achieves a provincial comprehensive electronic health record with a vastly richer database of PHI.
Clearly this risk warrants more attention than it often gets.
To counter this risk we can consider both hard safeguards and soft safeguards.  The hard safeguards are dismissal for cause or other disciplinary action, disciplinary action by a health profession regulatory body, conviction and penalties under HIPA and in some case criminal charges.   This category requires consideration of what is permitted by existing employment policies and perhaps changes required.  Interestingly, labour adjudicators have responded by considering that notwithstanding progressive discipline practices, a deliberate case of snooping by an accredited user of an electronic system would warrant dismissal in the absence of some compelling extenuating circumstances.  This reflects a greater understanding that the injury from snooping is not simply the impact on the individual victim but also the impact on public confidence in the health care provider and its electronic systems.
Soft safeguards would include an Oath to Protect Privacy, appropriate training of staff, clear training materials, appropriate supervision of staff, an ongoing audit program.  One important lesson from the Canadian experience with electronic health records is the need to bolster these soft safeguards, and to ensure training is focused on the particular business needs and practices of each business unit within a custodian organization.
The experience in other provinces with electronic health records is that a key problem is lack of rigour in accrediting users of the EHR.  In some cases any health professional licenced to practice in a province is accredited as a user upon their request and without any requirement for mandatory privacy training or any steps to inquire whether the candidate has any familiarity with the stand-alone health information law.
Another common problem is that user privileges are not always revoked as soon as a healthcare worker resigns, takes an extended leave or has their employment by a custodian terminated.   It is important to have a process that terminates that access within days not after many months.
A further lesson from other jurisdictions is that an audit capability in any electronic system is positive but clearly insufficient unless there is a proactive audit program which is widely communicated throughout the custodian organization.   All registered users need to understand that all of their activity is recorded and that there will be periodic reviews of user activity to identify questionable patterns of viewing PHI that may suggest snooping.
Finally, we know that privacy training has to be much more than having a supervisor encourage employees to read PHIPA.   Too much privacy training tends to be high-level and too general.  Training needs to include a general orientation to PHIPA but more important, there must be training of employees that is targeted and specific to their particular unit or role.   Some staff who deal with clients seeking access to their PHI, may need more information that relates to processing access requests than someone who deals extensively with arranging appointments with specialists in Kingston or Ottawa.  Someone who deals with non-consented disclosure requests from police and insurance companies will need more support and specific information than many of their colleagues.
These safeguards will assume even greater importance as we move from stand-alone electronic medical records to comprehensive, province-wide electronic health records with much richer sets of personal health information.

4. DISCLOSURE TO 3RD PARTIES
A common area of difficulty is dealing with requests from insurance companies, lawyers, police, other custodians, etc. where there is no express consent from patients.    One problem is that sometimes there is confusion over disclosure to 3rd parties and responding to patient access requests although they are two very different processes.  When providing patients with their health file or a portion of same, this is NOT A DISCLOSURE.  Any request for disclosure to a 3rd party is subject to data minimization.  This means being clear on the reason or purpose for the request, ensuring that there is proper authority under PHIPA and then providing the least amount of PHI necessary for the purpose of the disclosure.  For example, a third party seeking information about a specific fracture of a limb of a patient  isn’t normally entitled to the whole voluminous file on a long term client of Country Roads.  
Privacy is uniquely the right of the individual.  Some of us may not share some of our PHI even with our family, spouses or adult children, as is our right.  In other words family members are normally not entitled to any PHI of a client of Country Roads without the client’s express consent. 
 In other jurisdictions, we see that there is sometimes a relaxed view about sharing client PHI with other health professionals, even though they are not providing current services to the patient and have no legitimate need to know.  Under PHIPA, another custodian is no special position to any other 3rd party and this would be a PHIPA breach in the absence of a clear need to know.      
5. CONSENT
(PHIPA, Part III)  The consent model in PHIPA is implied consent (PHIPA, s. 20(2)).  It is not No Consent and it is not express consent.  As noted earlier, this was the foundation of the Pan Canadian Framework.  In order to use and rely on implied consent, there must be information provided to every patient about the kinds of information collected, used and disclosed, the general rules that apply to this custodian and the right of patients to obtain access to their own PHI and the right to request that errors be corrected and the right of dissatisfied clients of Country Roads to apply to the Ontario Information and Privacy Commissioner for assistance if dissatisfied with the response from Country Roads.  We cannot use and rely on implied consent if we cannot meet the requirements that are a condition precedent to implied consent.
In other provinces, we have seen that implied consent is slavishly adhered to without much thought to voluntarily acquiring express consent.  The experience is that staff should be encouraged to view express consent as the gold standard and should always be considered, even when not required by PHIPA.  Staff should be encouraged to view implied consent as defining the floor but not the ceiling.   Why not seek express consent whenever possible?  Experience tells us that if we truly want to engage clients as committed partners in the care team, express consent and the conversations about sharing of PHI are really important actions.
There is a “lock-box” provision in PHIPA but since we are a long way from having a provincial EHR system we don’t know exactly how this will operate when we have such an interoperable province-wide system.  It is Important to remember that the patient, not the provider, is sovereign when it comes to their personal health information.  
In the provinces with a functioning electronic health record for all residents, there is provision for patients choosing to “mask” certain of their PHI to prevent access by some or all providers to some or all of their PHI.   It is likely that the “lock-box” provision in PHIPA will likely be shaped in an eventual Ontario electronic health record to mirror the masking model in other provinces.  There are typically defined circumstances when the mask can be lifted.  It is appropriate to advise clients of the risks associated with masking some or all of their personal health information.  Nonetheless, if the client still insists on masking PHI, that is their legal right and it will be important that Country Roads respects that decision.  In reality, the experience with electronic health records is that most patients who do invoke masking will readily ‘lift the mask’ at the time they meet with a provider to receive necessary treatment.
6. SECURITY
Each custodian is responsible for putting in place reasonable measures to protect PHI.  This includes physical measures (such as clean desks, partitions, locked doors, dedicated fax machines, etc.); administrative measures (Privacy Officer, oath of privacy, orientation and in-service training) and technological measures (such as lock boxes, masking, firewalls and audits of user activity).
Custodians sometimes forget that their photocopiers, fax machines and often multipurpose printers may retain a record of the text they are dealing with.  When machines are returned at the end of an equipment lease or sent out for servicing, it is just like passing over patient paper files to the lease company or the repair shop.  
ADDITIONAL RESOURCES
COACH (Canadian Health Informatics Association) Putting It into Practice – Privacy and Security for Healthcare Providers Implementing Electronic Medical Records   (2013 Guidelines for the Protection of Health Information)  website: https://11ams.coachorg.com/inventory/PurchaseDetails.aspx?1d=fd34e30e-5cfo-4ae9-ae60-7b5bo2le1518.
2013 Guidelines for the Protection of Health Information, Main Edition, website: https:/ams.coachorg.com/inventory/PurchaseDetails.aspx?1d-87c180cb-8de9-4567-8138-F370e582d719
Frequently Asked Questions Personal Health Information Protection Act (Ontario Information and Privacy Commissioner) September 2015  website: www.ipc.on.ca
Personal Health Information Protection Act, 2004: An Overview for Health Information Custodians Ministry of Health and Long-Term Care, August 2004  website:  www.health.gov.on.ca/english/providers/projhect/priv_legislation/info_custodians.pdf
Ontario Hospitals Association privacy toolkit  (requires membership for access to toolkit)
Gary Dickson  - September 8, 2018
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